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Disclaimer 

 

None of the products, services, practices or standards referenced or set out in this 
document are intended to be prescriptive for market participants. Therefore they should 
not be viewed as express or implied required market practice. Instead they are meant to 
be informative reference points which may help market participants manage the 
challenges in today's securities services environment. 

 

This document does not represent professional or legal advice and will be subject to 
changes in regulation, interpretation, or practice. 

 

ISSA does not warrant the accuracy or completeness of the information or analysis 
contained in this paper. 
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Preamble 
 

Compliance has become a major focus for financial services. Recent trends 
affecting the industry include: 

 Regulators have increased their attention and focus on sanctions 
enforcement and counter-terrorism measures. Recent enforcement 
actions highlighted differing expectations between the industry and the 
authorities. 

 Concerns about the lack of transparency in securities holding chains 
have led regulators to adopt new standards that depart from traditional 
guidance. 

 The development of compliance monitoring practices in securities 
settlement will lead to significant operational friction if not 
accompanied by appropriate cross-industry standards. 

ISSA believes that the securities custody and settlement industry must now 
reassess and enhance the financial crime compliance framework within the 
cross-border intermediated securities supply chain. 

 

Note on First Revision 
 

The first revision contains minor technical amendments aiming at consistency 
and recommended by the Financial Crime Compliance Working Group to the 
Board of ISSA. The first revision does not reflect a substantial review of the 
Principles. 
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1. Introduction 

The International Securities Services Association (ISSA) has agreed the 
Principles in order to provide global guidance on the establishment and 
maintenance of Cross-Border Securities Custody relationships.  

The international system under which securities are safe kept and settled 
intermediates many institutions, transforming ownership interests multiple 
times. The system brings enormous benefits to the global economy through 
significant scale benefits resulting in low transactional costs and a high degree of 
securities mobility. These Principles aim to provide guidance to securities 
custodians (“Custodian(s)” 1) on how best to manage the risks that arise from 
the layers of intermediation between securities issuers and ultimate beneficial 
owners. 

Whilst these Principles are not intended to address the risks associated with 
domestic custody accounts, domestic market participants and their supervisors 
may nonetheless be guided by the Principles. ISSA believes that adherence to 
these Principles will further effective risk management and enable institutions to 
exercise sound business judgement with respect to their customers and the 
underlying Clients for whom their customers act. The Principles aim to protect 
the global securities custody and settlement infrastructure and its participants 
from criminal activity.  

The Financial Crime Compliance Principles (“Principles”) are intended to cover 
certain conduct risks in general including measures to counter money 
laundering, terrorist financing, market abuse, corruption, fraud and the evasion 
of sanctions. In particular, the Principles provide market participants with 
practical guidance on the question of transparency of ownership and control in 
intermediated securities custody arrangements. The Principles are designed to 
be consistent with the objective of affording the investor with the highest degree 
of protection but are not themselves intended to provide guidance on that 
question. 

  

                                                           
1 A professional securities custodian («Custodian») may be defined as a regulated financial 

institution providing securities custody / safekeeping accounts, securities settlement and related 
services to its Clients (typically institutional, collective and private investors, investment 
managers, and broker dealers) and to other financial institutions.  
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2. Securities Custody and Settlement 

Under the IOSCO Principles on Client Identification and Beneficial Ownership for 
the Securities Industry of 2004, correspondent banks may undertake enhanced 
due diligence on their equivalently regulated financial institution customers in 
order to rely on the customers’ programs to identify Clients and ultimate 
beneficial owners. These Principles provide guidance to Custodians on the 
appropriate due diligence measures to fulfil this recommendation. 

These Principles are addressed to Custodians and their institutional account 
holders (“Account Holders”), which are defined as the regulated financial 
institutions that act as their customers2. 

A Custodian provides its customers with a number of securities services, among 
them: securities safekeeping services, the processing and execution of securities 
settlement instructions, the settlement of trades cleared by a central 
counterparty and the related management of margins, the processing of 
payment obligations arising from clearing and settlement, funds distribution as 
well as related asset services.  

Those services may be for the customer's own account and / or for the account 
of the customer's Clients (hereafter referred to as “Client of the Account Holder” 
or “Client”) representing a range of beneficial owners3. The Clients of the 
Account Holder may be individuals, legal entities or even other financial 
institutions. 

 

                                                           
2 Account Holders in the context of the Principles are regulated financial institutions holding 

accounts directly with the Custodian.  The term expressly excludes the notion of direct end 
investor records at the level of the CSD which is the arrangement in place in some markets and 
which are sometimes called “accounts”. 

3 Beneficial ownership relates both to the entitlement to the proceeds of an asset (that we will 
refer to in this Principles as “Assets Beneficial Owners”) and to the control over the disposition of 
the asset (hereafter referred to as “Entities Beneficial Owners”). 
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FIG 1 – FCCP naming convention for stakeholders of the securities custody chain 

In the context of these Principles, Custodians include but are not limited to 
banks acting as global custodians and sub-custodians, fund distributors, 
trustees/depositary banks, brokers, prime brokers, International Central 
Securities Depositories and Central Securities Depositories, to the extent that 
cross-border operations are involved.  

Custodians are used by their customers for the safekeeping of proprietary and 
third party interests in securities, the settlement and clearing of securities trades 
and ancillary services including corporate action processing, securities lending 
and collateral management. 

The Principles:  

 Focus on the Custodian’s relationship with its Account Holders, including 
other Custodians;  

 Address cross-border relationships which are defined as relationships in 
which the Account Holder is foreign or which concern the deposit of 
foreign or international securities; 

 Address relationships maintained with regulated financial institutions 
even if Custodians may decide to extend these Principles to all the 
relationships they maintain for other types of customers.  

A Custodian will only be entitled to exercise its rights as foreseen in Principles C1 
to C17 below towards its own Account Holder if there is a clear jurisdictional link 
between the jurisdictions of the related securities and the jurisdiction evoked by 
the Custodian and the Account Holder.  
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For example, a Custodian will only be able to rely on the obligations imposed in 
jurisdiction A if: 

 The Custodian or the Account Holder falls subject to jurisdiction A; 

 The securities at stake (i) have been issued under the law of jurisdiction 
A, (ii) are deposited in jurisdiction A, (iii) have been traded in 
jurisdiction A or (iv) are denominated, traded or settled in the currency 
of jurisdiction A; 

 The issuer of the securities at stake falls subject to jurisdiction A. 

In these cases the requirements of jurisdiction A may be applied by the 
Custodian to the Account Holder or to its Clients. 
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3. Compliance Principles for Securities 
Custodians  

A) Governance and Control 

Custodians shall define policies and procedures which detail how the Custodian 
will ensure compliance with these Principles.  

Custodians shall organise appropriate compliance and control functions that are 
specifically tailored to the demands of safekeeping, clearing, settling and 
administering securities. The control functions should independently review new 
customer relationships and should provide for an independent, periodic review of 
the Custodian’s business relationships. 

 

B) Due Diligence  

All Account Holders of the Custodian shall be subjected to appropriate due 
diligence that will seek to satisfy the Custodian that it is comfortable conducting 
business with a particular Account Holder, in the light of that Account Holder’s 
risk profile and the nature of the business relationship that it will have with the 
Custodian.  

It may be appropriate for a Custodian to consider that an Account Holder is 
subject to a Financial Action Task Force (“FATF”) – compliant regulatory 
environment or its equivalent. The Custodian should not rely solely on the 
Account Holder’s regulatory status but should, as appropriate, take into account 
other information through the due diligence process.  

The Custodian’s policies and procedures shall require that the information on the 
Account Holder is reviewed and updated on a periodic basis. A relevant conduct-
risk event (such as a suspicious transaction, a material regulatory investigation 
or enforcement or related adverse media) that results in a material change in 
the risk profile of the Account Holder shall prompt a risk review of the 
relationship. 

The Custodian shall follow regulatory requirements and its policies and 
procedures to detect and investigate unusual or suspicious activity and report 
any such activity as required by applicable law. The policies and procedures 
include appropriate monitoring of the Account Holder’s activity, incorporating 
due diligence results such as customer risk rating and other factors considered 
meaningful in the assessment of risks related to the provision of securities 
custody and settlement services.  

In conducting due diligence on its Account Holders, the Custodian might consider 
the elements set out below to address specific risk indicators: 
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B1) The Account Holder’s Ownership and Management Structures  

Relevant risk considerations include the domicile and reputation of the Entity 
Beneficial Owners4 and the transparency of the ownership structure and whether 
it is publicly held and its shares are traded on an exchange in a jurisdiction that 
the FATF recognises as compliant with global standards. 

The structure and experience of Executive Management and those managing the 
business directed towards the Custodian in the intermediation of securities 
should also be considered.  

The presence of any politically exposed persons (PEPs) in the Executive 
Management or ownership structure is also an important consideration.  

For all significant controlling interests, the ultimate Entity Beneficial Owners, (of 
the Account Holder as an entity), sources of wealth and background, including 
their reputation in the market place (particularly as may be related to any 
negative or adverse AML matters) as well as recent material ownership changes 
shall also be ascertained to the extent available through inquiry or public 
sources.  

B2) The Account Holder’s Geographic Risk  

Certain jurisdictions are internationally recognised as having weaker anti-money 
laundering standards and regulatory supervision, presenting greater risk for 
crime, corruption and terrorist financing, or posing elevated risk of evading 
sanctions. On the other hand, other jurisdictions with more robust regulatory 
environments represent lower risks.  

The supervisory regime must be considered, particularly where the regime is 
considered to be deficient in its application of global financial crime standards.  

Custodians shall review announcements of regulatory and enforcement 
authorities5 in order to evaluate the degree of risk presented by the jurisdiction 
in which the Account Holder is based, the jurisdiction in which its ultimate parent 
is headquartered, and jurisdictions of the Clients of the Account Holder. 

B3) The Account Holder’s Business Franchise  

The types of financial products and services the Account Holder offers to its own 
Clients, as well as the type of markets served, influence the risk profile.  

The Custodian should seek to obtain information about which products and which 
segments within the Account Holder’s business franchise are supported by the 
account(s) with the Custodian and, where relevant, which of its business 
                                                           
4 For the sake of those Principles, we will call: 

- the natural person(s) who ultimately owns (shareholders) or controls (Directors, executive 
committee members) an entity the “Entity Beneficial Owner”; 

- the natural person(s) on whose behalf or under whose ultimate control a transaction is being 
conducted the “Assets Beneficial Owner”. 

5 These include, in particular, the FATF, the EU Council and US Treasury. 
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divisions, branches, subsidiaries and affiliates are involved in distributing 
securities-related offerings. This may include an assessment of the types of 
security that the Account Holder expects to deposit with the Custodian. 
Involvement in certain business segments and providing certain products or 
services generally recognised as being vulnerable to money laundering, terrorist 
financing, market abuse, corruption, fraud and the evasion of sanctions may 
present additional risks.  

B4) The Account Holder’s Anti-Money Laundering and 
 Compliance Controls  

The Custodian should inform itself about the Account Holder’s anti-money 
laundering program in the context of its products, customer base and 
jurisdiction. 

Where there is evidence of adverse reputational risk, regulatory enforcement 
action or failures in financial crime compliance, the Custodian should seek to 
obtain information about any consequent changes in the Account Holder’s 
executive management and of any remedial action taken in respect of the 
Account Holder’s AML controls and its compliance program. 

 

C) Third Party Client Business  

Securities custody intermediates the ownership interests not only of the Account 
Holder but, in many cases, of the Clients of the Account Holder. Securities are 
primarily a record of entitlement. Consequently, control methodologies in 
securities services must focus on asset holdings and not just on the execution of 
transactions by asset owners. 

In dealing with Custody accounts established for the purpose of safekeeping and 
transacting in securities interests ultimately owed to third party Clients, the 
Custodian shall apply the Principles set out below. In order to ensure that the 
Custodian can meet its obligations and fulfil the objectives of its compliance 
policies, it should communicate its requirements to its Account Holders and 
obtain representations and undertakings relating to them contractually. 
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Policies and Standards 

1. It is the responsibility of the Custodian to communicate to its Account 
Holders any relevant Know Your Customer (“KYC”) standards and other 
compliance and risk-based requirements that it expects them to follow.  
 

2. It is the responsibility of the Account Holder to comply with those 
standards and requirements.  
 

3. Where the Account Holder has Direct Clients who themselves accept 
deposits of third party Client securities, it is the responsibility of the 
Account Holder to notify the Clients that by holding securities cross-border 
they will be subject to the requirements of the jurisdictions in which the 
securities entitlements are held, including the standards of the relevant 
Custodian(s). 
 

4. It is the responsibility of the Account Holder to sub-deposit securities with 
the Custodian only when the Ultimate Asset Owners have been subjected 
to satisfactory due diligence. If the Ultimate Asset Owners of the securities 
are not themselves directly Clients of the Account Holder, then it is the 
responsibility of the Account Holder to ensure that its Direct Clients have 
undertaken the appropriate level of due diligence. On a risk-led basis, the 
Custodian should be entitled to verify that its due diligence standards have 
been met. Third party agents or reports may be relied upon for this 
purpose. 

 

Account Holder’s Assets – Segregated versus Omnibus Accounts 

5. The Custodian must ensure that all accounts are designated by the 
Account Holder as intended for the deposit of proprietary or Client 
interests in securities. Accounts designated as Client accounts must be 
sub-classified as either segregated, holding securities for one single Client 
of the Account Holder or omnibus, commingling securities belonging to or 
held for several Clients of the Account Holder. 

 

Segregated Client Accounts 

6. Non-proprietary segregated accounts may be held only by Account 
Holders authorized to accept Client assets and monies that have adequate 
compliance and control functions fulfilling the demands of safekeeping 
Client assets.  
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7. When an Account Holder opens a segregated account for a third party with 
the Custodian, the account must be associated with the name of that third 
party. 

 
8. In addition to the provision of Principle 7 above, the Account Holder must 

declare to the Custodian the Ultimate Asset Ownership of the assets 
deposited on a segregated Account Holder’s account. An exception to this 
is when the segregated Account Holder’s account is maintained on behalf 
of an underlying Client itself depositing securities with the Account Holder 
on an omnibus basis. In such a case the Custodian should apply, to the 
Account Holder, the Principles that govern the maintenance of Omnibus 
Client Accounts (Principles 9 and following). 

 

Omnibus Client and Commingled Accounts 

9. Omnibus Client Accounts commingling securities held for several Clients of 
the Account Holder may be opened and maintained only by those Account 
Holders that:  

 Are regulated and authorized to accept Client assets and monies; 

 Have compliance and control functions reasonably designed to ensure 
compliance with Client asset protection rules or, in the limited case of 
third countries that do not regulate safekeeping, have appropriate 
policies and procedures in place; 

 Represent that they have applied any specific requirements 
communicated by the Custodian to the business of the Clients of the 
Account Holder whose securities are sub-deposited with the Custodian 
and can demonstrate that reasonable steps are taken to verify 
compliance; 

 Screen transactions and holdings against lists of designated persons 
under sanctions and other relevant programs consistent with any 
requirements communicated by the Custodian. 

10. In case the Account Holder opens an Omnibus Client Account with the 
Custodian, it must disclose to the Custodian the geography, segments and 
products which the Omnibus Client Account supports. 
 

11. In considering whether to open an Omnibus Client Account for an Account 
Holder, the Custodian should evaluate the risk factors present, including 
the reputation and jurisdiction of the Account Holder, the geographies, 
segments and products that the account is intended to support and the 
nature of the Account Holder’s activity. 
 



13 
 

12. The Account Holder must inform the Custodian promptly of any intention 
to materially change its use of the Omnibus Client Account6. The 
Custodian reserves the right to decline the use of the omnibus account to 
support any new business activity of the Account Holder.  
 

13. The Custodian has the right to conduct activities to verify its Account 
Holder's compliance with the requirements including requesting that the 
Ultimate Asset Ownership of assets deposited on Omnibus Client Accounts 
be disclosed to the Custodian via an agreed operational procedure based 
on predicated risk factors (i.e. red flags). 
 
The beneficial ownership of assets deposited on Omnibus Client Accounts 
shall be disclosed to the Custodian in case of an enquiry by a regulatory 
authority, judicial authority or the issuer of those assets provided there is 
sufficient legal basis (as determined by the Custodian) to justify the 
request.  
 

14. In the case of an Omnibus Client Account where Clients of the Account 
Holder have themselves deposited securities in this account on an 
omnibus basis, the Custodian should:  

 Require its Account Holder to apply the standards to its Clients that the 
Custodian requires; 

 Be entitled to require that its Account Holder is in a position to identify 
the Ultimate Asset Owners of the assets deposited and to disclose 
those identities in accordance with Principle 17; 

 Require that its Account Holder performs due diligence to ensure that 
its Clients meet the requirements of Principles 9 – 16. 

15. The Account Holder which has opened an Omnibus Client Account with the 
Custodian must ensure that it has an appropriate level of visibility over 
the business of its branches, subsidiaries, business divisions and affiliates 
that are entitled to also use this omnibus account. 
 

16. The Custodian should undertake periodic reviews on a risk basis of its 
Account Holders which have opened an Omnibus Client Account to ensure 
that these requirements are continuously observed.  

 

  

                                                           
6  A material change means an intention to use the account for a purpose significantly at variance 

with current representations and undertakings given by the Account Holder to the Custodian. 
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Disclosure of Buyers and Sellers 

17. The Custodian should be entitled to require its Account Holder to disclose 
the identities of the ultimate buyer and/or seller of a security in response 
to a specific request predicated on risk factors (i.e. red flags) within a 
reasonable period. Where the Client of the Account Holder is itself an 
intermediary, the Custodian should be required to ask its Account Holder 
to have its Client(s) disclose the identities of the ultimate buyer, seller 
and/or other related parties and to communicate the data to the 
Custodian within a reasonable period of time. 
 

Management of Conflict of Laws  

Account Holders may be subject to local legal or regulatory requirements that 
make compliance with the above Principles unlawful without appropriate 
consents or at all. If compliance with any Principle can be made lawful if the 
appropriate consents are provided, the Account Holder shall use reasonable 
endeavors to obtain such consents. The Account Holder shall inform the 
Custodian (a) whether it has Clients who have not granted such waivers or 
consents and (b) of any circumstances in which a contractual waiver would be 
ineffective to remove the legal impediment to compliance with the Principles. 

 

****** 

 

 


